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Preamble

Preamble

The scope of this document is to provide answers/comments to the hearing opened by
IT- og Telestyrelsen on the Danish SAML 2.0 Profile, as defined in the document
SAML Profile for Federation in Danish Public Sector V2.0 (DK-SAML 2.0), and its
appendix document Assertion Examples, Version 1.1.

All information, descriptions or examples herein that relates to a product (COTS) is
based on Novells solution for Web Access Management (WAM) and Federation,
Novell Access Manager 3.
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Comments

11.4 and potential Liberty value-add/synergies

Liberty Alliance has been a driving force behind the evolution of SAML, while keeping
aim on the pratical real life implementation of Federation technology, through the
insights provided by more than 150 participating organizations, both from the vendor
side and the end user side.
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(ID-SIS)

Liberty Identity Federation Enables inter-operable identity services such as personal
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management through features
such as: identity/account linkage,

simplified sign on, and simple Liberty Identity Web Services Framework (ID-WSF)
session management.
Contributed to SAML2 Provides the framework for building inter-operable

identity services, permission based attribute sharing,
identity service description and discovery, and the
associated security profiles
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The relationship between Liberty and the SAML specifications is that Liberty originally
defined ID-FF 1.1 on-top of and extending SAML 1.0. SAML 1.1 then copied some
enhancements from ID-FF 1.1. Liberty ID-FF 1.2 was later based on SAML 1.1 and
then submitted to the SSTC as input to SAML 2.0. Going forward, SAML 2.0 is the
preferred Federation standard for Liberty.
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Due to this evolutionary process SAML 2 is now able to support SSO processes,
based on Liberty and f.ex. allow a destination site to make Web Services calls for
additional attributes etc. Liberty further adds predefined profiles, like person, employee
and location plus user controlled policies of identity sharing.

The end result is that:

- SAML2 is better for B2B services, where everything is administrator driven

- Liberty is better in B2C or B2B services, where the user is given more
control of their identity
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The latter becomes important as the evolution of DK SAML will begin to encompass
the option to allow more granular — user governed — authorizations (DK: fuldmagt), in
such a way that individual citizens can grant access to specific private information and
change rights to specific groups or individuals within the governmental sector such as
Healthcare, Social Services and so on and so forth (see section 11.4 in the hearing
document).

The evolution of this functionality is driven by the Identity Governance Framework
initiative driven by Liberty. The hearing document states that it will be considered as it
matures into standardization, but the base platform is already well established and we
recommend that current COTS implementations of this functionality (— as in Novell
Access Manager 3) are deployed to test and evaluate possible near term and long
term implementations.

12. Product Compliance

Novell Access Manager 3 is a third generation Web Access Management solutions
(COTS) and a second generation platform for federation based on:

-  SAML 1.1

- SAML 2.0

« Liberty 1.2 ID-FF (ldentity Federation Framework)
« Liberty 1.2 WSF (Web Services Framework)

It supports all operational modes for the Danish SAML 2.0 federation profile as follows:
» Identity Provider (DK-IdP)
«  Service Provider (DK-SP)
«  Attribute Service (DK-Attr-Svc)

- and its roots in the OASIS SAML 2.0 operational modes.

Novell Access Manager 3 compliance with the SAML 2.0 operational modes is
documented in the Liberty Interoperable testing program. Novell has been deply
involved in the evolution of the SAML 2.0 standard through its involvement with the
Liberty Alliance and through being represented on the Liberty Alliance Management
Board.

DK-SAML contains specific Danish SAML 2.0 profiles in addition to the adopted
subsets of OASIS profiles. These are:

» Authentication Assertion Profile

»  OCES Attribute Profile

» Persistent Pseudonym Attribute Profile
- and can be fulfilled through simple configuration of out-of-the-box product
functionality. Novell Access Manager 3 further supports:

« Ability to exchange metadata

«  Support for persistent pseudonyms

«  Ability to opt out of SSO

«  Dynamic account linking

- required by the Danish SAML 2.0 profile.
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In addition to this Novell Access Manager 3 also supports Federated Provisioning,
which allows for the automatic policy controlled provisioning of user accounts that do
not already exist at the Identity Provider based on SAML. This specific functionality can
provide a value add service to the individual user (citizen, employee etc.) and to the
governmental sector as a whole, where user identities for the purpose of single sign-on
access to external (non-government or foreign etc.) organizations can be provided in a
standardized, controlled and secure manner.

13.6 Requirements for Identity Provider Discovery Profile

Novell Access Manager 3 also supports the Identity Provider Discovery Profile.

13.7 Name Identifier Management Profile

The potential value of Name Management lies in how the system manages the sharing
of common identifiers for a principal between identity and service providers. When an
identity provider has exchanged a persistent identifier for the principal with a service
provider, the providers share the common identifier for a length of time. When either
the identity or service provider changes the format or value to identify the principal, the
system can ensure that the new format or value is properly transmitted, which
potentially can become important in a distributed infrastructure with multiple
authoritative sources.

The Name Identifier Management Profile is part of SAML 2.0 and is supported by
Novell Access Manager 3 as is both SOAP and HTTP Post/Artifact bindings.

13.9 User Attributes to incl. in Authentication Assertion

Taking not only necessary core user attributes to complete authentication assertions
into consideration, the potential of Federated Provisioning should be considered and
the basic attribute requirements for user object creation in the most predominant
directories/name systems in the governmental sector.

Since Federated Provisioning is considered to gain importance, either the COTS
products will have to support (policy controlled) string constructing in order to build
required attribute information from existing core attributes or the core user attribute list
should be extended. The aforementioned functionality could also potentially remove
the requirement to have the uid attribute as a core requirement, since this information
could be constructed based on f.ex. first letter of common name (cn) concatenated
with surname (sn).
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