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1 Introduction

This non-normative document contains a number of examples of XML messages defined in the DK-SAML 2.0 profile.

Note that all examples are produced “by hand” and are thus not generated by a computer program. Therefore, differences may occur in red life
deployments.

Note further that the examples have been simplified in order to improve readability and clarity. For example, encryption of elementsis not shown

and long binary values or repeated elements have been shortened etc. Therefore, the examples won’t validate directly against the SAML XML
schemas published by OASIS.



2 SAML Assertion with OCES Attribute Profile

The first example shows an assertion conforming to the OCES Attribute Profile with citizen attributes (without encryption):

<saml : Assertion | D="idval ue31231231231312"
| ssuel nst ant ="2001- 12- 31T12: 00: 00"
Ver si on="2. 0"
xm ns: sam ="urn: oasi s: names: tc: SAM.: 2. 0: assertion"

<ds: Si gnat ur e>
<ds: Si gnedl nf o>

<ds: Ref erence URI ="#i dval ue31231231231312">
<ds: Tr ansf or ns>

<ds: Di gest Val ue>TCDVSuG6gr hyHbzhQFWFzGr x| PE=</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
x/ GyPbznFEe85pGD3c1aXG4Vspb9V9j GO we RCKr t wPS6vdVNCe Y51 HaFPYVKT +5
El YcPzx+pX1h43Smwi CgXRj Rt MANVOHLhWApt aK1lywS7gFgsD01qj yen3CP+nBD
wevKhagl edl OBYyr | zb4KkHO4ahNy BVXbJwgv5pUaE4=
</ ds: Si gnat ur eVal ue>
<ds: Keyl nf o>
<ds: X509Dat a>
<l-- The ldentity Provider's OCES Certificate -->


http://www.w3.org/2001/XMLSchema-instance"
http://www.w3.org/2000/09/xmldsig#">
http://SomeIdentityProvider.dk/IdpService</saml:Issuer>
http://www.w3.org/2001/10/xml-exc-c14n#"/>
http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>
http://www.w3.org/2000/09/xmldsig#envelopedsignature"/>
http://www.w3.org/2000/09/xmldsig#sha1"/>

<ds: X509Certificate>
M | Cyj CCAj OgAw BAgl CAnUWDQYJKoZI hvc NAQEEBQAWgakx Cz AJBgNVBAYTAI VT
MRl WEAYDVQQ Ewl XaXNj b25zaWix EDAOBgNVBACTB01hZA zb24x| DAeBgNVBAOT
F1VuaXZl cnNpdHkgb2YgV2l zY29uc?2l uMsswKQYDVQQLEyJEaXZpc?2l . . .

</ ds: X509Certificate>

</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>

<san : Subj ect >
<sam : Nanel D For mat ="urn: oasi s: names: t c: SAM.: 1. 1: nanei d- f or mat : X509Subj ect Nane" >
C=DK, O=Pgl sevognen, CN=Hans Jensen
</ sam : Nanel D>
<sam : Subj ect Confi rmati on Met hod="urn: oasi s: names:tc: SAM.: 2. 0: cm bearer" >
<san : Subj ect Confi r mati onDat a

Not OnOr Af t er =" 2001- 12- 31T12: 00: 00"
I nNResponseTo="Aut hn_r equest _i denti fier_1234567">
</ saml : Subj ect Confi r mat i onDat a>
</ sam : Subj ect Confi rmati on>
</ saml : Subj ect >

<saml : Condi ti ons>
<saml : Audi enceRestriction>

</ sam : Audi enceRestriction>
</sam : Condi ti ons>

<saml : Aut hnSt at ement  Aut hnl nst ant =" 2005- 01- 31T12: 00: 00Z" Sessi onl ndex="29393948329" >
<saml : Aut hnCont ext >
<saml : Aut hnCont ext Cl assRef >


http://SomeServiceProvider.dk"
http://SomeServiceProvider.dk</saml:Audience>

urn:oasi s: nanes: tc: SAM.: 2. 0: ac: cl asses: X509
</ sam : Aut hnCont ext Ol assRef >
</ sanml : Aut hnCont ext >
</ saml : Aut hnSt at ement >

<saml : Attri but eSt at enent >

<l-- Sur Name Core Attribute -->
<sam : Attribute
NarmeFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrname-format:uri"
Name="urn: oid: 2. 5. 4. 4"
Fri endl yName="sur Nane" >
<sam : AttributeVal ue xsi:type="xs:string">
Jensen
</sam : Attri but eVal ue>
</sam : Attri bute>

<l-- Common Nanme Core Attribute -->
<sam : Attribute
NarmeFor mat =" ur n: oasi s: nanes: tc: SAML: 2. 0: attrname-format: uri"
Name="urn: oid: 2.5.4.3"
Fri endl yNane=" CormonNane" >
<sam : AttributeVal ue xsi:type="xs:string">
Hans Jensen
</sam : Attri buteVal ue>
</sam : Attri bute>

<I-- Ud Core Attribute - this is the Subject Serial Nunber -->
<sam : Attribute
NarmeFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrname-format: uri"
Nanme="ur n: oi d: 0. 9. 2342. 19200300. 100. 1. 1" >
<sam : AttributeVal ue xsi:type="xs:string">



Pl D: 9802- 2002- 2- 149339142439
</sam : Attri but eval ue>
</sam : Attribute>

<l-- Emmil Core Attribute -->
<sam : Attribute
NarmeFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrnanme-format: uri
Nane="ur n: oi d: 0. 9. 2342. 19200300. 100. 1. 3"
Fri endl yName="emai | ">
<sam : AttributeVal ue xsi:type="xs:string">
jens@nmail . dk
</sam : Attri but eVal ue>
</sam : Attri bute>

<l-- Assurance Level Core Attribute -->
<sam : Attribute
NarmeFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrname-format:uri"
Narme="dk: gov: sanl : attri but e: AssuranceLevel ">
<sam : Attri buteVal ue xsi:type="xs:string">2</sanl:AttributeVal ue>
</sam : Attri bute>

<l-- SpecVer Core Attribute -->
<sam : Attribute

NarmeFor mat =" ur n: oasi s: nanes: tc: SAML: 2. 0: attrname-format: uri"

Narme="dk: gov: sam : attri but e: SpecVer" >

<sam : Attri buteVal ue xsi:type="xs:string">DK- SAML-2. 0</ sam : Attri but eVal ue>
</sam : Attri bute>



<l-- Now comes attributes fromthe OCES attribute profile -->

<l--- Certificate Serial Nunber Attribute -->
<sam : Attribute

NanmeFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attr nanme-f or mat :

Name="urn: oid: 2. 5.4.5" Friendl yName="seri al Nunber">
<sam : AttributeVal ue xsi:type="xs:string">
234-2345-76745- 23
</sam : Attribut eVal ue>
</sam : Attribute>

<l--- PID Nunber Attribute -->
<sam : Attribute

NanmeFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attr nanme-f or mat :

Name="dk: gov: sam : attri bute: Pi dNunber|dentifier">
<sam : AttributeVal ue xsi:type="xs:string">
9802- 2002- 2- 9142544
</sam : Attri but eVal ue>
</sam : Attribute>

<l--- CPR Nunber Attribute -->
<sam : Attribute

NanmeFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attr nanme-f or mat :

Name="dk: gov: sam : attri bute: Cor Nunber | dentifier">
<sam : AttributeVal ue xsi:type="xs:string">
2702681273
</sam : Attribut eVal ue>
</sam : Attribute>

</sam : Attri but eSt at enent >
</sam : Assertion>



3 Assertion with Persistent Pseudonym

The second example shows an assertion with a persistent pseudonym (without encryption):
<saml : Assertion | D="idval ue31231231231312"

| ssuel nst ant =" 2001- 12- 31T12: 00: 00"

Ver si on="2. 0"

xm ns: sam ="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"

<sam : Subj ect >
<!-- Here we have the persistent, opaque identifier -->
<samnl : Nanel D For mat ="ur n: oasi s: nanes: tc: SAM.: 2. 0: nanei d-f or mat : persi stent">
005a06e0- ad82- 110d- a556- 004005b13a2b
</ sam : Nanel D>

<sam : Subj ect Confi rmati on Met hod="urn: oasi s: nanes:tc: SAM.: 2. 0: cm bearer" >
<sam : Subj ect Confi rmati onDat a

Not OnOr Af t er =" 2001- 12- 31T12: 00: 00"
| nResponseTo="Aut hn_r equest _i denti fier_1234567">
</ sanl : Subj ect Confi r mati onDat a>
</ sam : Subj ect Confi rmati on>
</ sanl : Subj ect >

<sanl : Condi ti ons>
<sam : Audi enceRestriction>

</ sanl : Audi enceRestriction>
</ sanl : Condi ti ons>


http://www.w3.org/2001/XMLSchema-instance"
http://www.w3.org/2000/09/xmldsig#">
http://SomeIdentityProvider.dk/IdpService</saml:Issuer>
http://SomeServiceProvider.dk"
http://SomeServiceProvider.dk</saml:Audience>

<san : Aut hnSt at enent Aut hnl nst ant =" 2005- 01- 31T12: 00: 002"
Sessi onl ndex="29393948329" >
<san : Aut hnCont ext >
<sanm : Aut hnCont ext Cl assRef >
urn:oasi s: nanes: tc: SAM.: 2. 0: ac: cl asses: X509
</ sam : Aut hnCont ext Ol assRef >
</ saml : Aut hnCont ext >
</ saml : Aut hnSt at ement >

<sam : Attri but eSt at emrent >
<l-- Assurance Level Core Attribute -->
<sam : Attribute
NarmeFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrname-format:uri"
Narme="dk: gov: sanl : attri but e: AssuranceLevel ">
<sam : Attri buteVal ue xsi:type="xs:string">4</sanl:AttributeVal ue>
</sam : Attri bute>

<l-- SpecVer Core Attribute -->
<sam : Attribute
NarmeFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrname-format:uri"
Narme="dk: gov: sam : attri but e: SpecVer" >
<sam : Attri buteVal ue xsi:type="xs:string">DK- SAML-2. 0</ sam : Attri but eVal ue>
</sam : Attri bute>
</saml : Attri but eSt at enent >

</sam : Assertion>



4 Authentication Request

Below is shown a signed authentication request sent from a Service Provider:

<sam p: Aut hnRequest
xm ns: sam p="urn: oasi s: names: tc: SAML.: 2. 0: prot ocol "
xm ns: sam ="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"
xmi ns: ds="Htt b7/ Wi W™ 61 g 2000709/ xnT s k"
| D="Aut hn_r equest _identifier_1234567"
Ver si on="2. 0"
I ssuel nst ant =" 2004- 12- 05T09: 21: 597"
AssertionConsuner Servi cel ndex="1">

<ds: Si gnat ur e>
<ds: Si gnedl nf 0>

<ds: Ref erence URI ="#Aut hn_request _identifier_1234567">
<ds: Transf or nms>

<ds: Transf orm Al gori t hne"!htt pI/7 W, W3~ 6r 7 20007 09/ XnT dsi gienvel 6pedsi gnat ire™7%
</ ds: Tr ansf or ms>
<ds: Di gest Val ue>TCDVSuG6gr hyHbzhQFWFz G x| PE=</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
X/ GyPbznFEe85pGD3c1aXGAVspb9V9j GCj we RCKr t wPS6vdVNCe Y51 HaFPYVKT +5
El YcPzx+pX1h43Smwi CgXR Rt MANWBHLhWApt aK1lywS7gFgsD01gj yen3CP+n8D
wevKhaql edl 0BYyr | zb4Kk HO4ahNy BVXbJwgv5pUaE4=
</ ds: Si gnat ur eVal ue>
<ds: Keyl nf o>


http://www.w3.org/2000/09/xmldsig#"
https://www.SomeServiceProvider.dk/SAML2</saml:Issuer>
http://www.w3.org/2001/10/xml-exc-c14n#"/>
http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>
http://www.w3.org/2000/09/xmldsig#envelopedsignature"/>
http://www.w3.org/2000/09/xmldsig#sha1"/>

<ds: X509Dat a>
<ds: X509Certificate>
M | Cyj CCAj OgAw BAgl CAnUWDQYJKoZI hvc NAQEEBQAWgakx Cz AJBgNVBAYTAI VT
MRl WEAYDVQQ Ewl XaXNj b25zaWix EDAOBgNVBACTB01hZd zb24x| DAeBgNVBAOT
F1VuaXZl cnNpdHkgb2YgV2l zY29uc2l uMsswWwKQYDVQQLEyJEaXZpc2l . . .
</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ ds: Si gnat ure>
</ sam p: Aut hnRequest >



5 Authentication Response

Below is shown a signed response to an authentication response. Note that the actual assertion isleft out for brevity (examples of assertions can
be found earlier in this document):

<sanl p: Response
xm ns: sam p="urn: oasi s: nanes: t c: SAM.: 2. 0: prot ocol "
xm ns: sam ="urn: oasi s: names: tc: SAM.: 2. 0: assertion"
ID="identifier_2"
| nResponseTo="Aut hn_r equest _i denti fier_1234567"
Ver si on="2. 0"
| ssuel nst ant =" 2004- 12- 05T09: 22: 052"

<ds: Si gnat ur e>
<ds: Si gnedl nf o>

<ds: Reference URI ="#identifier_2">
<ds: Transf or ns>

<ds: Di gest Val ue>TCDVSuG6gr hyHbzhQFWFzGr x| PE=</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
x/ GyPbznFEe85pGD3c1aXG4Vspb9V9j GO we RCKr t wPS6vdVNCe Y51 HaFPYVKT +5
El YcPzx+pX1h43Smwi CgXRj Rt MANVOHLhWApt aK1lywS7gFgsD01qj yen3CP+nBD
wevKhagl edl OBYyr | zb4KkHO4ahNy BVXbJwgv5pUaE4=


http://www.w3.org/2000/09/xmldsig#"
https://www.SomeServiceProvider.dk">
http://SomeIdentityProvider.dk/IdpService</saml:Issuer>
http://www.w3.org/2001/10/xml-exc-c14n#"/>
http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>
http://www.w3.org/2000/09/xmldsig#envelopedsignature"/>
http://www.w3.org/2000/09/xmldsig#sha1"/>

</ ds: Si gnat ur eVal ue>
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>
M | Cyj CCAj OgAw BAgl CAnUWDQYJKoZI hvc NAQEEBQAWgakx Cz AJBgNVBAYTAI VT
MRl WEAYDVQQ Ewl XaXNj b25zaWix EDAOBgNVBACTB01hZA zb24x| DAeBgNVBAOT
F1VuaXZl cnNpdHkgb2YgV2l zY29uc?2l uMsswWwKQYDVQQLEyJEaXZpc?2l . . .
</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ ds: Si gnat ure>

<sam p: St at us>
<sam p: St at usCode Val ue="ur n: oasi s: nanes: tc: SAM.: 2. 0: st at us: Success"/ >
</ saml p: St at us>

<sam : Assertion>
<I-- Left out for brevity -->
</sam : Assertion>
</ Response>



6 Attribute Query Examples

This chapter contains a number of example request / response messages illustrating different scenarios with attribute queries.
The examples only show SAML messages conforming to the profile and do not detail the encapsulation in SOAP envel opes.
Please note that:

o Detailsof XML digital signatures and encryptions have been omitted from the examples for the sake of clarity.
e Some attribute names have been invented for the examples. These should not be regarded as official identifiers.
Further standardization of attributes names should occur within the Danish eGovernment sector.

6.1 Requesting one attribute
The first example shows a request of a Production Site Number attribute (P-number). The request identifies the Subject viathe DN from the
OCES certificate and the uid core attribute which contains the subject serial number.

Request message:
<sam p: AttributeQuery |D="idvalue31231231231312"
I ssuel nst ant =" 2001- 12- 31T12: 00: 00"
Ver si on="2. 0"
Consent ="ur n: oasi s: nanes: tc: SAML: 2. 0: consent: current-explicit"
xm ns: sam ="urn: oasi s: names: tc: SAM.: 2. 0: assertion”
xm ns: sam p="urn: oasi s: names: tc: SAM.: 2. 0: prot ocol "
xm ns: xsi ="t Tp:77 Wwy. W3.-0rg7 20017 XMUSCAema- i nst ance™

xm ns: ds="M{tp: 7 W W3. of §/-2000/°097 Xl dsT g#" >

<ds: Si gnat ur e>
</ ds: Si gnat ure>

<I— Here is the subject - in this case the DN fromthe OCES certificate -->


http://www.w3.org/2001/XMLSchema-instance"
http://www.w3.org/2000/09/xmldsig#">
http://SomeServiceProvider.dk</saml:Issuer>

<san : Subj ect >

<sam : Nanel D For mat ="ur n: oasi s: names: t ¢: SAM.: 1. 1: nanei d- f or mat : X509Subj ect Nane" >

C=DK, O=Pgl sevognen, CN=Hans Jensen
</ sam : Nanel D>
</ saml : Subj ect >

<I— Here is the Uid Core Attribute which contains the OCES Subject Serial Nunber
<sam : Attribute

NarmeFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrname-format: uri"

Name="ur n: oi d: 0. 9. 2342. 19200300. 100. 1. 1" >

<sam : AttributeVal ue xsi:type="xs:string">

CVR: 20688092- RI D: 1180636224562

</saml : Attri buteVval ue>
</sam : Attri bute>

<!— Here is the attribute we request (no value) -->
<sam : Attribute
NaneFor mat =" ur n: oasi s: nanes: tc: SAML: 2. 0: attrnane-fornmat: uri "
Nanme="dk: gov: sanl : attri bute: Producti onSi teNunber|dentifier">
</sam : Attribute>
</ sam p: Attri but eQuery>

Response message from the Attribute Service:
<sanl p: Response | D="idval ue31231231231312"
| ssuel nst ant =" 2006- 12- 31T12: 10: 00"
Ver si on="2. 0"
Consent ="urn: oasi s: nanes: tc: SAM.: 2. 0: consent:current-inplicit"
xm ns: sam ="ur n: oasi s: names: tc: SAM.: 2. 0: asserti on"
xm ns: sam p="urn: oasi s: nanes: t c: SAM.: 2. 0: prot ocol "

-->


http://www.w3.org/2001/XMLSchema-instance"

<ds: Si gnat ur e>
</ ds: Si gnat ur e>

<san p: St at us>

<sam p: St at usCode Val ue="sanl p: Success"/ >

<sam p: St at usMessage>Success</ sanl p: St at usMessage>
</ saml p: St at us>

<I— Here is the subject - in this case the DN fromthe OCES certificate -->
<san : Subj ect >
<sam : Nanel D For mat ="ur n: oasi s: names: t c: SAM.: 1. 1: nanei d- f or mat : X509Subj ect Nane" >
C=DK, O=Pgl sevognen, CN=Hans Jensen
</ sam : Nanel D>
</ saml : Subj ect >

<saml : Assertion |D="idval uel31231231312"
I ssuel nst ant =" 2006- 12- 31T12: 12: 00"
Version="2.0">

<I— Here is the subject - in this case the DN fromthe OCES certificate -->
<sanl : Subj ect >
<sam : Nanel D For mat ="ur n: oasi s: names: t c: SAM.: 1. 1: nanei d- f or mat : X509Subj ect Nane" >
C=DK, O=Pgl sevognen, CN=Hans Jensen
</ sam : Nanel D>
</ saml : Subj ect >


http://www.w3.org/2000/09/xmldsig#">
http://SomeAttributeService.dk</saml:Issuer>
http://SomeAttributeService.dk</saml:Issuer>

<saml : Condi ti ons>
<saml : Audi enceRestriction>
</ sam : Audi enceRestriction>
</sam : Condi ti ons>

<saml : Attri but eSt at enent >

<I— Here is the U d Core Attribute which contains the Subject serial nunber -->
<sam : Attribute

NarmeFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrname-format: uri"

Narme="ur n: oi d: 0. 9. 2342. 19200300. 100. 1. 1" >

<sam : AttributeVal ue xsi:type="xs:string">

CVR: 20688092- RI D: 1180636224562

</saml : Attri buteVval ue>
</sam : Attri bute>

<!— The returned attribute with the P-Nunber Identifier -->
<sam : Attribute
NaneFor mat =" ur n: oasi s: nanes: tc: SAML: 2. 0: attrnane-fornat: uri "
Nane="dk: gov: sam : attri but e: Producti onSi teNunber | dentifier">
<saml : AttributeVal ue xsi:type="xs:string">
2739661287
</ sam : Attri but eVal ue>
</sam : Attribute>
</ sam : Attri buteSt at ement >

</ sam : Asserti on>
</ sam p: Response>


http://SomeServiceProvider.dk</saml:Audience>

6.2 Requesting a set of attributes
Multiple attributes can be requested by simply including multiple <sam : At t ri but e> elementsin the request (one for each requested attribute):
<sam p: Attri buteQuery |D="idval ue31231231231312"

| ssuel nst ant ="2001- 12- 31T12: 00: 00"

Ver si on="2. 0"

Consent ="urn: oasi s: nanmes: tc: SAM.: 2. 0: consent: current-explicit"

xm ns: sam ="urn: oasi s: nanes: tc: SAM.: 2. 0: asserti on”

xm ns: sam p="urn: oasi s: names: tc: SAM.: 2. 0: pr ot ocol "

xm ns: xsi ="HtTp:77 W, W3, or'g7 20017 XM Schena-inst ance™

xm ns: ds="M{t7p: 7w W3. of §/-2000/°097 X dsCg#" >

<ds: Si gnat ur e>
</ ds: Si gnat ur e>

<I— Here is the subject - in this case the DN fromthe OCES certificate -->
<saml : Subj ect >
<saml : Nanel D For mat =" ur n: oasi s: nanes: tc: SAM.: 1. 1: nanei d- f or mat : X509Subj ect Nane" >
C=DK, OC=Pgl sevognen, CN=Hans Jensen
</ sam : Nanel D>
</ saml : Subj ect >

<!— Here is the U d Core Attribute which contains the Subject serial nunber -->
<saml : Attribute
NameFor mat =" ur n: oasi s: nanmes: tc: SAML: 2. O0: attrnane-fornat: uri "
Name="urn: oi d: 0. 9. 2342. 19200300. 100. 1. 1" >
<sam : AttributeVal ue xsi:type="xs:string">


http://www.w3.org/2001/XMLSchema-instance"
http://www.w3.org/2000/09/xmldsig#">
http://SomeServiceProvider.dk</saml:Issuer>

<!— Here is an attribute we request (no value) -->
<saml : Attribute
NaneFor mat =" ur n: oasi s: nanes: tc: SAML.: 2. 0: attrnane-fornmat: uri "
Nanme="dk: gov: sanml : attri bute: Producti onSi teNunber | dentifier">
</sam : Attribute>

<!— Here is an attribute we request (no value) -->

<sam : Attribute
NaneFor mat =" ur n: oasi s: nanes: tc: SAML: 2. 0: attrnane-fornmat: uri "
Nanme="dk: gov: sanl : attri but e: | sManager" >

</sam : Attribute>

<!— Here is an attribute we request (no value) -->
<sam : Attribute
NaneFor mat =" ur n: oasi s: nanes: tc: SAML: 2. 0: attrnane-fornmat: uri "
Nanme="dk: gov:sam :attribute:|sAdm ni strator">
</sam : Attribute>
</ sam p: Attri but eQuery>

6.3 Reguesting all attributes
All attributes can be requested by omitting <sani : At t ri but e> elements from the query. However, an attribute specifying the uid core attribute
for identification of the subject can still be included.



6.4 Reguester doesn’t have access to all attributes
When arequester queries for an attribute he is not authorized to receive, the Attribute Service returns a second-level status code being:

urn: oasi s: nanes: tc: SAML: 2. O: st at us: Request Deni ed followed by a sequence <St at usDet ai | > elements describing the reason for
not disclosing the attribute:

<sanl p: St at us>

<sanl p: St at usCode Val ue="urn: oasi s: nanmes: tc: SAM.: 2. 0: st at us: Requester">

<sam p: St at usCode Val ue="urn: oasi s: nanmes: t c: SAM.: 2. 0: st at us: Request Deni ed" >

</ sam p: St at usCode>

<sam p: Stat usDet ai | >Requested attribute “CPR” is reserved for governnent organizations

</ sam p: St at usDetai | >

<sam p: St at usCode/ >
</ saml p: St at us>

6.5 Values do not exist for all requested attributes
Suppose attributes with names “attr_A” and “attr_B” have been requested. Both are recognized by the Attribute Service but the value of “attr_A”
is unknown for this subject. In this situation an empty <At t ri but eVal ue> element isreturned and the reserved xsi : ni | attribute is set:

<sam : Attri but eSt at ement >
<sam : Attribute Name="attr_A">

<sam : AttributeVal ue xsi:nil="true”></samnl : AttributeVal ue>



</sam : Attribute>
<sam : Attribute Name="attr_B">
<sam : Attri buteVal ue xsi:type="xs:string">foobar</san:AttributeVal ue>

</sam : Attribute>

</saml : Attri buteSt at enent >

<end of examples>



